Towards Responsible, Accountable, Global Private Sector Management of the DNS

 

The U.S. Government issued the “White Paper” on management of the Internet domain name system (DNS) as a road map for transitioning management of the DNS to the global private sector.  Eight years after the Commerce Department recognized the Internet Corporation for Assigned Names and Numbers (ICANN) as the private sector organization to which technical management responsibilities would be transferred, the transition remains incomplete.  In the meanwhile, ICANN is increasingly drawn into debates about sovereignty and Internet “governance.”  Participation in these debates is now diverting time, energy and resources that might otherwise be used by ICANN to carry out its basic technical coordination job and, as a consequence, creates additional challenges to the transition process.

 

The authors of this proposal participated in ICANN’s creation and continue to believe that focused, non-regulatory, private sector organizations have a critical role to play in our globalized information society.  We believe that ICANN can become the nimble and broadly representative body contemplated in the White Paper but, like many ICANN supporters, are keenly aware that the clock is ticking on this experiment.  Accordingly, we have sought to identify practical, transitional measures that can be implemented now to move closer toward the ICANN envisioned in the White Paper.
  

 

The U.S. Government is uniquely situated to remove one of the largest drains on ICANN’s attention and energy and, in so doing, to move private sector management of the DNS forward.  In sum, U.S. leadership is needed now to:

1. Bring governments into meaningful dialogue with the private sector about threats to the security and stability of the DNS; and 

2. Engage a well-informed international community with respect to the narrowly tailored governmental authority over the Internet’s authoritative root system retained exclusively to preserve the stability and security of the DNS.

To this end, we urge the government of the United States to take the steps outlined below.

 

I.    Articulate the Limited Purpose for which Residual Governmental Authority Over the Root is Retained
 

1.    Reaffirm that except, and only to the extent necessary, to preserve the technical stability and security of the Internet and/or the DNS, the United States government will not intervene in ICANN’s coordination of the Internet’s authoritative root (the “A” root, administered by Verisign under a contract with the Department of Commerce); 

 

2.    Call upon IANA to identify the categories of changes to the A root that pose no near term threat to the stability and security of the Internet and the DNS.  This is likely, for example, to include many changes that pose absolutely no stability/security threat to the DNS and that should be automated to the greatest extent possible.  This list/categorization is also likely to include changes that require human review, but do not create stability or security concerns.  The Commerce Department should use its existing authority under the Cooperative Agreement to direct Verisign to implement all such changes as directed by IANA, and IANA should post a running log of such changes; and 

 

3.   Direct Verisign to implement any other root changes 14 days after receipt of direction from IANA, unless otherwise directed in writing in accordance with the process described in Section III below.

 

II.   Engage the International Community Regarding the Narrowly Defined Authority Retained by Governments Exclusively to Preserve DNS Stability and Security, and Increase Governmental Awareness of DNS Stability and Security Issues

1.
Develop a mechanism (a “Working Group”) that enables governments to work together to consider threats to Internet/DNS stability and related security issues and, in the unusual case that an IANA recommended root change poses a material threat to, or raises genuine questions about, the stability and security of the Internet and DNS, to review such changes.  This mechanism should operate exclusively to consider real issues, and should avoid hypothetical discussions. 

2.
To design this mechanism, we call on the U.S. government to work with other interested governments to formulate a structure for the Working Group.  In support of the international community’s commitment to private sector leadership, the participants in this initial design process should include our original governmental partners in the ICANN experiment.  To ensure that the entire ICANN community is represented, governments representing all ICANN regions should participate in the initial design process.  For example, an interim working party might include:

i. Senior representatives of Australia, Canada, the European Commission, Japan, New Zealand, and the UK: the USG’s original governmental partners in the decision to transition management of the DNS to the private sector;

ii. Three senior representatives of governments from each of ICANN’s Latin American and African regions, selected in a manner determined by the governments of each such region;

iii. One additional senior representative from ICANN’s European region, selected in a manner determined by such governments;

iv. One additional senior representative from ICANN’s Asia-Pacific region, selected in a manner determined by such governments; and

v. The Chairman of the ICANN Governmental Advisory Committee in an ex officio capacity.
 
 

3.    Ask IANA to transmit all reports and recommendations regarding changes other than those described in paragraph II.2. above to the Working Group, and permit members of the Working Group to place a time-limited hold on implementation of an IANA recommendation solely on the grounds that such change creates an unreasonable risk to the technical stability or security of the DNS and/or the Internet.  When such a time-limited hold is invoked, the Working Group would convene to consider whether or not the proposed addition, deletion, or change creates a material/unreasonable risk to the stability or security of the DNS and/or the Internet.
  If, in the opinion of the Working Group, the proposed change creates such a risk, direct Verisign, on behalf of the Working Group, not to implement the IANA recommendation until further notice.
  

The Working Group should also have the ability to request information and advice from industry/technical experts to provide an independent assessment of the level of threat posed by the proposed addition, deletion or change.

4.
Call on ICANN (including the GAC) and the Working Group to convene an annual forum to bring together senior Governmental officials, senior members of ICANN’s business and technical communities, and senior representatives of ICANN’s NGO and civil society stakeholder communities to discuss the “state of the DNS security and stability,” consider new and emerging issues related to the DNS stability and security, and to provide input on strategic priorities for the coming year.

III.       Lead by Example

 

Re-affirm and build support for the role of governments articulated in the White Paper, and re-commit to participate in, support, and inform the ICANN process as an advisor, respecting the concept of private sector leadership, the fundamental principles on which ICANN is based, and the limits of ICANN’s role as a technical coordinator. 

 

IV.        Challenge ICANN to Get 
Serious about Transparency and Accountability
To enable the transition to proceed, ICANN must have robust transparency and accountability mechanisms, drawn from proven models and informed by the views of respected experts in the field, that:

i. Reflect input from and the buy-in of the broad ICANN community;

ii. Effectively align ICANN actions with its limited technical mission;

iii. Provide substantive and procedural safeguards, including improved, timely transparency measures, to ensure respect for and compliance with ICANN’s By-laws and core values;

iv. Provide meaningful, accessible mechanisms for affected members of the ICANN community to challenge ICANN’s compliance with agreed upon policies, procedures, and safeguards, and to correct any non-compliance; and

v. Provide substantive redress for members of the ICANN community harmed by ICANN actions and decisions that are outside the scope of its mission, violate agreed upon policies and procedures, or undertaken in violation of substantive and procedural safeguards. 

The approach outlined above:

 

    Promotes private sector leadership, but it does not undermine the ability of governments to be informed about and to act to prevent serious threats to the stability or security of the DNS; 

 

    Requires no Act of the U.S. Congress or U.S. Presidential Directive.  The Commerce Department has all of the authority it needs to engage other governments in the task of protecting the stability and security of the Internet, and, and, in so doing, re-dedicate itself to private sector management of the DNS and the advisory role of governments in ICANN’s technical coordination tasks; 

 

     Is consistent with U.S. policy regarding private sector leadership in the management of the Internet domain name system;   

 

     Facilitates ICANN’s continued evolution into the mature, stable, transparent, and accountable private sector body envisioned in the White Paper.
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� 	In July of 2006, in response to NTIA’s Request for Comments (RFC) on the future of ICANN, the authors suggested some steps that the U.S. Government might take to promote responsible, global, private sector management of the DNS.  Since that time, we have discussed the proposal with many people.  This document refines our proposal to incorporate helpful suggestions, reflect new insights, and address the concerns we heard in the course of such discussions


�   	Our approach is deliberately modest.  Some proposals contemplate ICANN’s transformation into an international organization with privileges and immunities attendant thereto.  However meritorious those proposals may be, they are unlikely to be the subject of serious consideration until ICANN addresses widely perceived deficiencies in its accountability and transparency mechanisms.   


	For the avoidance of doubt, the authors wish to emphasize that this proposal has nothing to do with ccTLD delegation and redelegation decisions.  ICANN should look to RFC 1591 and the relevant Internet community - which includes local Internet users, the government of the country or territory to which the ccTLD refers, and others whose rights and interests are impacted by the operation of that cc - in making these decisions.


� 	These types of changes should be quite unusual, and include things that “have never been done before” and for which the engineering community is unable to say with assurance how the Internet will respond.  An example might be a direction to add a large number (TBD by the technical community) of new TLDs at the same time.


 


�	This proposal speaks to the importance of involving a range of governments, including governments that have clearly committed to the view of ICANN articulated in the White Paper.  Based on the recollections of the authors, the principal governmental contributors to the White Paper included Australia, Canada, the European Commission, Japan, New Zealand, and the UK.  Beyond this initial group of countries, the authors recognize that other approaches are relevant: for example, different regions might suggest adjustments in their regional representation, such as relying on existing mechanisms, e.g. the EU “troika.”  The authors’ formulation is presented as an initial approach to launch such an effort, and is intended to be adaptable.  


 


� 	In this example, the architects of the ‘Working Group’ would consist of 15 members plus the GAC Chair (ex officio):


 


3	Europe region - UK, EC plus one				2 	N. America - US, Canada


4 	Asia/Pacific  - Australia, Japan, New Zealand, plus one	3	Africa region


3	Latin America region					1	GAC Chair - ex officio


� 	This should not require a face-to-face meeting.  


� 	  Mechanisms should be in place to prevent misuse of this authority.








